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Town of Granby
Computer Equipment and Services
Acceptable Use Policy

1. I ntroduction

The Town of Granby provides staff with computer ipquent and the ability to communicate

and receive information using electronic mail amel internet. The town utilizes this technology
to improve staff efficiency and communication, daadserve the public more effectively. These
computer resources are the property of the TowGrahby and should be used for appropriate
business purposes only. The Town reserves thetoghspect any and all files stored in private
areas of our network in order to assure compliamte policy. Town users are expected to use
their access to electronic mail and the Internet iesponsible and informed way.

Questions regarding acceptable use can be refardte Information Systems Coordinator or
the Town Administrator.

2. Prohibited Activities

The following activities are strictly prohibited:

* Any illegal activity, including, but not limited {ahe transmission of copyrighted or trade
secret material, obscene or threatening materalghe participation in any type of
criminal activity.

* Transmission of materials used for commercial prioong product endorsement or
political lobbying.

» Attempts to violate the Town of Granby computertsysor the computer system of any
other municipality, institution, organization, coany or individual.

e Connection of individually (non-Town) owned equipmheto the Town’s network
without prior authorization.

» Software piracy, or the downloading and transferon software for which the user does
not have proper licensing.

3. Use of Computers

31 Authorized Use

Computers are provided for specific individuals whitize them to perform their job functions.
Department Heads are responsible for determininighwpersonnel are authorized to use each
computer under the Department Head’s purview. Amguthorized use of computer equipment
is prohibited. Use of computer equipment for persb gain is strictly prohibited.
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3.2 Softwar e

The copying or installing of software programs with prior approval of the Information
Systems Coordinator or the Town Administrator ishaloited.

3.3  VirusChecking

Data files such as word processing documents; dphegts and database files, which originate
from computers other than those located in a toffroeomust be checked for viruses before use.
Users needing procedures for checking viruses dhaaintact the Information Systems
Coordinator. The Information Systems Coordinataaymmpose additional restrictions or
regulations on the importing of files from compsteutside the Town’s network. Additionally,
failure to scan files for viruses may result in theividual's loss of computer privileges and may
subject the individual to disciplinary action, upand including discharge.

34  Storage
Documents and data files stored on the Town’s cdenpare the property of the Town and may

be accessed by authorized personnel for the puigfoseit not limited to, system maintenance,
back-up, recovery, virus checking and adherentleisqolicy.

4. Use of Passwords

4.1  Confidentiality

Passwords should be kept confidential at all timgsers should endeavor to create passwords
that are unique and not easily discoverable.

4.2  Changing Passwords

Users should periodically change their passwotdsers needing instructions for changing their
password should contact the Information Systemgdioator.

5. Use of Electronic Mail (Email)
51 Town Business

Email is an effective way to communicate with Towdividuals and other job related contacts.
Email is to be used for town business only. WAHiteail shall not be used for personal gain or to
conduct personal business, it may be used forduoptersonal communication subject to review
and discretion of the Department Head. Email andralated on-line services are the property
of the Town of Granby. Abuse of this privilege ttesult in the loss of electronic mail for the

individual.
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It is the responsibility of all Department Headsirgplement the Email policy as appropriate.
These procedures should: specify whether Email meots should be filed electronically or as
paper; establish appropriate use of Email withirs tholicy; establish procedures, where
applicable, for providing public access to elecitdiies and collecting appropriate fees charged
for materials; and monitor compliance with Townippland department procedures.

It is the responsibility of the Information Syster@®ordinator to support and maintain the
Town’s email system and provide routine backup effigite storage of Email files for disaster
recovery purposes.

5.2 Content

Electronic mail should never be used for any illegetivity, included but not limited to, the
transmission of copyrighted or trade secret mdidtia transmission of obscene, defamatory, or
threatening material, or the propagation of anyetgpcriminal activity. Electronic mail should
also never be used to create offensive or disreptiessages or images. Among those things
which are considered offensive are any messageasages which contain sexual implications,
racial slurs, gender-specific comments, or any rotbemment that offensively addresses
someone’s age, sexual orientation, religious oitipal beliefs, national origin or disability.

5.3 Public Record

The term “public records” is defined by statuteiniolude all documentary materials or data,
regardless of physical form or characteristics, enadreceived by an officer or employee of any
agency or municipality of the Commonwealth, unléskbing within a statutory exemption
(M.G.L. C.4, S.7). Therefore, the Secretary of tbemmonwealth advises that the Public
Records Law clearly applies to government recordserated or received electronically.
Electronic mail is a Town of Granby resource angbngvided as a business communications
tool. All electronic mail sent, and all electrommeail received by principal addressees (not
received as a “cc”) (accordance with the currenomeeting laws) at a Town-issued address, or
any address when in an official capacity, shouldcbasidered a public record subject to
inspection and disclosure and scheduled retentimhdasposition. Individuals and committee
members acting in their official capacity shouldsénano expectation of privacy in their use of
electronic mail.

Email messages are considered public record andeftine are discoverable. Users are
considered the custodians of their messages anddsimaintain messages according to relevant
public record law.

54 Committee Use of Electronic Mail

In order to assist members of governmental bodiesotnply with the Open Meeting Law in
their use of this technology, the Town of Granbfjrias that no substantive discussion by a
guorum of members of a governmental body aboutiplbisiness within the jurisdiction of the
governmental body is permissible except at a mgédteid in compliance with the requirements
of the Open Meeting Law. Like private conversatitve$d in person or over the telephone, e-
mail conversations among a quorum of members afvergmental body that relate to public
business violate the Open Meeting Law, as the publileprived of the opportunity to attend and
monitor the e-mail "meeting."
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Despite the convenience and speed of communicditjore-mail, its use by members of a
governmental body carries a high risk of violatthg Open Meeting Law. Not only do private e-
mail communications deprive the public of the clamrmmntemporaneously to monitor the
discussion, but also by excluding non-participatmgmbers, such communications are also
inconsistent with the collegial character of goveemtal bodies. For these reasons, the Town of
Granby cautions that e-mail messages among merabgms/ernmental bodies are best avoided
except for matters of a purely housekeeping or adgtnative nature.

55  Filingand Retention

This Policy is intended to provide for efficienttertion of E-mail communications. E-mail
communications are considered public records ateshtien and disposition of public records are
authorized by retention schedules issued by theegey of the Commonwealth. Transmission
data contained in an E-mail communication (inclgdihe sender, addressee, date and time of
transmission, and receipt) should be retained #sopdhe record, whether the record it printed
out or stored electronically.

Departments may retain E-mail in hard copy, elestaly, or by a combination of these two

means. E-mail has to be keep for 7-years by lavmalt should not be retained electronically for
longer than two years; after that time, the recgirduld be printed and retained in paper form.
Departments are responsible for developing filingsteams that include E-mail and are

responsible for instructing individuals on apprapeiuse of these systems.

When appropriate, E-mail messages may be filed mittgram records and assume the same
retention as the records they are filed with. WIkemail records do not relate obviously or
directly to a program, they may be filed as coroesfence. If a particular record is not described
on an existing records retention schedule, the gpjate department head may apply to the
Supervisor of Public records for authority to dispf that record, and to add records to existing
schedules. Only when E-mail messages are cleanyezeational and do not add in any way to
the operational records of the department, may begiscarded without adhering to retention
schedules. Examples of this form of E-mail incluti®orry | missed you via telephone. Please
call me when you have a minute.”; “I will be outtbie office at a conference this Thursday, so
please mark your calendar.”; or “This is a remindethis Friday's staff meeting. Please send
along any agenda items you may have.”

Some E-mail systems enable users to enclose @hatta@ords to messages. These enclosed or
attached records need to be filed according ta foection and content, and they will assume
the retention schedule of the records they ard flgh.

5.6  Confidentiality

Email (particularly Internet email) should be vielvas an unsecured mode of communication.
Confidential information shoulllEVER be sent via electronic mail. Individuals shou&ler
assume that email messages or Internet postingseasenal or confidential. All messages sent
or received by electronic mail can be tracked &y Thwn’s computer system. The Information
Systems Coordinator and the Town Administrator mesé¢he right to monitor Email messages
and to access all Email residing on the Town’s maeint or property. Individuals are not
authorized to retrieve or read messages that atesehem unless the intended recipient gives
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express permission. No employee shall change artiop of a previously sent Email without
authorization.

5.7 Unsolicited Email

Unsolicited email received from the Internet shontd be opened. The user should delete the
message immediately. Never open an attachmentciadly if you do not know the source.
Opening unknown attachments could initiate a virus.

6 Useof Internet Browsing Software

6.1  Privileges

Internet browsing capabilities are extended to éhiaslividuals requiring access to information
on the World Wide Web. Use of the Internet by undlials is a privilege, not a right, which may
be revoked at any time for inappropriate conduwdt.individuals are responsible for complying
with this policy. Violations may result in a re\aion of Internet access privileges and any other
applicable disciplinary action.

6.2 Standards of Conduct

Individuals have an obligation to use their acdesthe Internet in a responsible and informed

way, conforming to network etiquette, customs, andrtesies. Use of the Internet encompasses
many different interconnected networks and compaiatems. Many of these systems are

provided free of charge by universities, publicvgar organizations and commercial companies.

Each system has its own rules and limitations, guests on these systems have an obligation to
learn and abide by the rules.

Each employee using the Town’s Internet facilitsésll identify himself or herself honestly,
accurately and completely (including one’s compaffiliation and function where requested)
when participating in chats or newsgroups, or wketting up accounts on outside computer
systems.

Only those individuals or officials who are autlzed to speak to the media, to analysts or at
public gathers on behalf of the Town may speakéwiit the name of the Town to any
newsgroup or chat room. Other individuals mayipi@te in newsgroups or chats in the course
of business when relevant to their duties, but tHdeyso as individuals speaking only for
themselves. Where an individual participant imtdeed as an employee or agent of the Town,
the employee must refrain from any political advwycand must refrain from unauthorized
endorsement or appearance of endorsement by then.To®nly those officials who are
authorized to speak to the media, to analysts pulbiic gatherings on behalf of the Town may
grant such authority to newsgroups or chat roortiggaants.

The Town retains the copyright to any material pdgb any forum, newsgroup, chat or World
Wide Web page by any employee in the course obhieer duties.
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Individuals are reminded that chats and newsgramgspublic forums where it is inappropriate
to reveal confidential Town information. Individeaeleasing such confidential information via
a newsgroup or chat- whether or not the releaseadvertent- will be subject to disciplinary
action, up to and including discharge.

6.3

6.4

Prohibited Activities

No employee may use the Town’s Internet faciliteepropagate any virus, worm, Trojan
horse, or trap door program code.

No employee may use the Town'’s facilities to dovawdl@r distribute pirated software or
data.

The display of any kind of sexually explicit imagedocument on any Town system is a
violation of our policy on sexual harassment. didition, sexually explicit material may
not be archived, stored, distributed, edited ooméed using our network or computing
resources.

The Town’s Internet facilities and computing ressas must not be used to violate the
laws and regulations of the United States or ahgrobation, or the laws and regulations
of any state, city, province or other local juri@hn in any material way. Use of any
company resources for illegal activity is grounds immediate dismissal, and we will
cooperate with any legitimate law enforcement agtiv

No employee may use the Town'’s Internet faciliteslisable or overload any computer
system or network, or to circumvent any systemnidés to protect the privacy or
security of another user.

Individuals with Internet access may not use Towterhet facilities to download
entertainment software or games, or to play gargasst opponents over the Internet.
Use of Town Internet access facilities to commitaations such as misuse of Town
assets or resources, sexual harassment, unauthorpgblic speaking and
misappropriation of intellectual property are gisohibited.

Sending chain letters.

Use of abusive or objectionable language in eithalic or private messages.

Use of official dissemination tools to distributerponal information.

Security

The Town has software and systems in place thattoroand record all Internet usage. Our
security systems are capable of recording (for eaxchevery user) each World Wide Web site
visit, each chat, newsgroup or Email message, anl #le transfer into and out of our internal
networks, and we reserve the right to do so at @mg¢. No employee should have any
expectation of privacy as to his or her Internedges Our TA and IT will review Internet
activity and analyze usage patterns, and they rhapse to publicize this data to assure that
company Internet resources are devoted to maintaihie highest levels of productivity.

The company uses independently supplied softwatedata to identify inappropriate or sexually
explicit Internet sites. We may block access fawithin our networks to all such sites that we
know of. If you find yourself connected accidehtdb a site that contains sexually explicit or
offensive material, you must disconnect from theg Bnmediately, regardless of whether that
site had been previously deemed acceptable byaagring or rating program.
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The Town has installed an Internet firewall to assilne safety and security of the company’s
networks. Only those Internet services and fumstiwith documented business purposes will be
enabled at the Internet firewall. Any employee vdttempts to disable, defeat or circumvent
any Town security facility will be subject to immiate dismissal.

6.5 Job Functions

Browsing should be limited to Internet sites dilgctelated to the user’s job function.
Individuals with Internet access may not use towterhet facilities to download images or
videos unless there is an express business-ralatetbr the material.

6.6  Downloading

Individuals with Internet access may download auftware with direct business use, and must
arrange to have such software properly licensedragtered. Downloaded software must be
used only under the terms of its license. Undecimmumstances should software programs be
downloaded from the Internet and/or installed with@rior permission of the Information
Systems Coordinator or the Town Administrator. Sestion 3.2.

Careful consideration should be made before dowinhgadata files (word-processing and
spreadsheet files) from an Internet site. Thebdity of the source of the document should be
considered. Since harmful programs can be tratemniia documents, all documents must be
checked for viruses prior to use. See section 3.3.

Any software or files downloaded via the Interngbithe Town’s network become the property

of the Town. Any such files or software may bedusaly in ways that are consistent with their
licenses or copyrights.

7 Referral to the Information Systems Coor dinator

All matters relating to unusual occurrences mustrdmorted immediately to the Information
Systems Coordinator. When something unusual ocoecsrd information such as steps taken
and warnings from the computer to aid the Infororatsystems Coordinator in diagnosing the
situation.

8 Sanctions

Any employee who violates this policy or uses tloavii's computer system for inappropriate
purposes shall be subject to disciplinary actigntauand including discharge.
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Town of Granby
Computer Equipment and Services Acceptable Use Policy
Confirmation of Receipt

The use of the Town’s computer system constitutdividual consent to monitoring of systems
and is conditioned upon strict adherence to thi€yo Any individual who violates this policy
or uses the Town’s computer system for impropeppses shall be subject to disciplinary
action, up to and including discharge.

| certify that | was given a copy of this policycaprovided the opportunity to ask questions
about its content.

Name (printed)

Signature Date
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